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JlonoauuresnbHas  npodeccuoHalibHas — oOpa3oBatesibHas — [porpaMma  MOBBIIICHHS
kBatu(ukany «BpigBiIenne IEKTPOHHBIX YCTPOICTB HEIJIACHOIO IOJYy4eHHs
uHopMaMH B HHTepecax CcOOCTBEHHBIX HYK/] HPHWIHYECKOro JHIa» (jagee —
[Tporpamma) paszpadborana apropckum kosutektusom HOY JIITO «IIITP» B cooTBeTCcTBHH
¢ @enepanbHbiM 3akoHOM Poccuiickoit @enepauun ot 29.12.2012 r. Ne 273-d3 "0O06
oOpazoBanuu B Poccuiickoit ®enepauuun”; Ilpukazom MunoOpuayku P® Ne 499 or |
utonsg 2013 1. «OO0 yTBepKIEHHHM TIOpsAKAa OpraHH3allud M OCYIIECTBICHHS
o0Opa3oBarelbHOH  JEATENBHOCTH [0  JIONOJHUTEIBHBIM  NPOQEcCHOHATBHBIM
nporpammamy».  Ilpu  pazpadoTke  cojep:kaHusi  HACTOSIIEH  JIONOJHUTEILHON
npodeccuoHanbHoit oOpaszoBaresnbHOi [IporpamMmel yuteHbl TpebOoBaHHs OOeCTIeUCHHS
MPEeMCTBCHHOCTH 10 OTHOIIECHUIO K (peiepanbHbIM rocy1apcTBEHHBIM 00pa3oBaTeIbHbIM
cranjapraMm Bbicuiero oopazoanus (®I'OC BIIO) no HanpaBieHHIO TOJATOTOBKH
"UndopmannonHas Oe3onacHoCTh", a TakkKe MMEIONIMECS Ha MOMEHT (hopMHpOBaHHSA
IIporpaMmel TpeboBanus npodeccHOHANBHBIX CTAHJAPTOB M (MJIH) KBATH(HUKALMOHHBIE
TpeOoBaHUA, YKazaHHBIC B KBaTH(PHUKALMOHHBIX CIPABOYHHMKAX, YTBEPKIAEMBIX B
nopsijike,  ycraHaBiaupaemom  [lpaButensctBom  Poccwiickoit  ®epepanuu, 1o
COOTBETCTBYIOIIMM JIOJUKHOCTSIM. TpoQecCHiM. CHEHANILHOCTAM (B COOTBETCTBHH C
OO0wepoccuitckuM K1accu(PUKATOPOM CHEIHATLHOCTEH ).
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1. ObLIAS XAPAKTEPUCTHKA HPOI'PAMMBbI

1.1, Menn MporpaMmel

[Mporpamma npeanasHavena s NOBbILEHUs KBanHpUKaLu:
® pyKOBOAMTeNell npeaAnpuATHE 1 opraHu3aluii pasnMaHbix GopM coOCTBEHHOCTH;
®* pYKOBOOWTENEH, HAUaJIbHUKOB OTICIOB U CIELHANHCTOB IOApa3sAciCHHI
GezomacHOCTH (MH(DOPMALIHOHHO 0¢30MacHOCTH),
® pYKOBOAMTENell M COTPY/AHWKOB CHEUUATM3HMPOBRAHHBIX MOApa3eNeHuii no
3aluTe  KOHpuAeHUManbHOM  WHpOpMALUMM M MO  MPOTHUBOAEHCTBHID
3KOHOMHYECKOMY IIMHOHAMKY.

Lenvto peanuzaunn [Iporpammbl fBNA€TCA COBEPLUEHCTBOBAHHE NPOQECCHOHATBHBIX
KOMMEeTEeHUNH, TOBbILIeHHe MPOPECCHOHANLHONO YPOBHA OOyHaloLMUXcs B paMkax
MMeroLefica KBanH(hHUKALMN B YCAOBHAX M3MEHEHHA Leneil, coMepKaHua, TEXHONOruii,
HOPMaTHBHO-NPaBOBOrO  obecneueHHs NpohecCHOHANRHOH AeaTenbHOCTH B cdepe
HHpOpMaHOHHOH 0e30MacHOCTH.

B npouecce 00ydenus paccMaTpuBalOTCs UEIH M 33434l OCBOEHHMS METOINOB M CPEACTB
BLISIBJIEHHS HJIEKTPOHHBIX YCTPOICTB HErNACHOIO nosydeHus nudopmMannm.

Ocoboe BHMMaHHe yeNeHO M3YYEHHK) BHISRIEHUS NEKTPOHHBIX YCTPOHCTB HErNacHOro
noayyeHus MHpopmanum, oOHapy:KEHHK CKPbITHO BHEAPAEMBbIX 3aK1a/HbIX YCTPOHCTB
HEernacHore cwhema HHdopmanun.  3aBeplialoiuM  3TanoM  ODy4eHHA  ABAsSeTCs
MPaKTHUCCKHUH TPEHUHT IO OOHAPYKEHUIO CKPHITHO BHEOPSICMBIX 3aKJIaIHBIX YCTPOHCTB
HErJIacHOro cheMa HHpopMaIu.

Yuebnas [Mporpamma «BpisiBiienne 31eKTPOHHbIX YCTPOHCTB HErJIACHOIO [10JTY4eHHs
uHpopMANHH B HHTepecax COOCTBEHHBIX HY:KA HOPIIAHIECKOro JTHLA»
PEKOMEHJ0BaHa B KauecTBe  BapHaTHMBHOMO  pasiena (Moayns)  MPOrpaMMbl
npod)eccHoHanmbHON mepenoarotoeki  «KommiexkcHoe o0ecneueHHe 0e30MACHOCTH
NpeANPHATHA»  CO  creumamusamueii  «OpraHmsanms — 3aluTel  HHOOpPMAaLNK
Ha NPeaAnpUATHNY.

Crneunduka TIporpaMmbl  3aKIHOHAETCA B €€ MParMaTHUECKOW HANPaBNEeHHOCTH,
IMporpaMma MOBBLIIIEHUS KBAMM(PUKALMK MPU3BAHA JIMKBMIUPOBATH Pa3phbiB  MEXKY
TpeOYEeMEIMH aKTYANBHBIMH H CYLISCTBYIOIIMMH KOMICTCHINAMH CITYINATENeH, KOTOPBII
HE MOXKET OBITH IPCOMONEH CpeACTBaMH caMoOOpasOBaHHs H CaMOIIOATOTOBKH Ha
pabouem mecre. IToT QakT onpenenser TPedOBAHUA K KOHEYHBIM pe3ynbraraM o0y4yeHus
no Ilporpamme: dopmupoBanne npodeccHoHaNbHBIX — KOMIETeHUHH padoTHuka,
MO3BONAKOIME €MY BbIMOJHATE CBOM TpPYAOBble (YHKIHMM B paMKax aKTyalbHbIX
TpedOBaHMiT K ero MpOQecCHOHANBHON AEATENBHOCTH.

[IporpaMmMa XapakTCpU3yeTCs MPAKTHUSCKOH OPUCHTHPOBAHHOCTBID OOYVICHUS, ¢ OMOpoil
Ha WMEIOLWHKHCH Yy caywareneid TPyAOBOH OIbIT, BbLICOKYIO HOJII0 CaAMOCTOATENLHOIN
paboTel, NPUKIIAAHON XapaKTep coaepikatus odpazoBaHus.



1.2. Xapakrepuctuka noarorosku no Ilporpamme

HopmaTusHblii cpok ocBoeHus TIporpamMmbl — 40 akaneMUUYECKHX 4acoR, 5 pabounx JHel,
BKJIFOUAS BCE BUABI ayAUTOPHON M BHEay AMTOPHOI (caMocToATenbHON) yuedHON padoTh!
CITyLOATENs.

Pexxum obyuenus: 40 ak.uacoB ayIUTOPHBIX 3aHATHH B Hemenro (8 ak.yacoB B ICHB) -
JeKUHH, CEeMHHAPLI, MPAKTHYeCKUe 3aHATHS.

Dopma 00yuenuns — ouHas, ¢ OTPLIBOM OT IPOH3BOLCTBA.

1.3. Tpe6oBaHHA K YPOBHIO MOAT0TOBKH CJIYIIATENS

[loBeImeHHEe KBAaTU(UKALMK 110 HacTosmieil llporpamme ocyiiecTemseTcss Ha 0Oase
BLICLLEO U CpenHero npod)ecCHOHAIBHOTO 00pa3oBaHHs.

K ocsoenuio pannoi ponoauurenvuoi npodeccronanvuoii [Iporpammel gonyckaoTes
JAULA UMEIoLLME CpeHee NpoheccHOHanbHOE 1 (Mnu) BbIClee 00pa3oBaHue.

Hast yemeumrHoro ocboeHus llporpaMmbl NMOBBIICHHsS KBanubHKauuH ol0ydaroInuiics
JOIDKCH:
. 3narb U NOHMMATD:
- MecTO M poiib MHQOPMALMOHHOH  0e30MacHOCTH B CHCTEME  HALHOHAIBLHOM
tezonacHocTu Poccuiickoii @eaepatini;
- OCHOBHBI€ HOPMATHMBHbIE MPABOBbIE aKThl B 00MacTH  UHGPOPMALHOHHOI
$e30MaCHOCTH U 3aIIHTHI HH(POPMALIHIH,
- TIPaBOBBIC OCHOBHI OPTaHMU3alMH 3aIIHThI HH(OPMALIHH,
- NMPUHLHIBI H METOALl OPraHU3aUMOHHON 3aWNTLl HHpOpMaLHH,

2. YMeTh:
- AHaMM3UPOBATH W OIEHUBATH YIPO3bl MHPOPMALMOHHON De30NacHOCTH 00beKTa;
- TOJb30BATLCS HOPMATHBHBEIMH JOKYMEHTAMH IO 3aIIHTS HHPOpMALIHM,
-  HCIIONB30BATh B MPAKTHUCCKON ACATEIBHOCTH MMPABOBEIC 3HAHUS, aHANTH3HUPOBATH
OCHOBHDBIE NPABOBLIE AKTBI W OCYLUIECTBJSTL NPABOBYIO OUEHKY HHPOPMALMM,
MCIIONB3YEMOH B NpodecCHOHANLHON IeSTeIbHOCTH.

3. Bnanerts:

- HaBbIKaMH pabOTEl ¢ HOPMATHBHBIMH TpPABOBBIMM  aKTamMH B cdepe
SKOHOMHHUCCKOH H HHGOPMAITHOHHONW 0C30MacHOCTH;

-  HaBBIKAMH KOMIIBIOTCPHOIT oOpadoTku ciy:keOHOI JOKYMCHTAIIIH,
crarucrudeckoi undopmauuu v nenosoi rpadukm; padborsl ¢ HHPOPMALHOHHO-
MOUCKOBBLIMM M HH()OPMALHOHHO-CIPABOYHLIMH CHCTEMAaMH U 0a3aMH QaHHBIX,
MCTIONB3YEeMbIME MPOECCHOHANBHOH IeATebHOCTH,

- HaBLIKAMM OpPraHU3alM{ M 0DeCNeueH s peskiMa CEKPETHOCTH,

- HaBHIKAMH OOOCHOBaHHS, BHIOOpa, peaNn3alUH W KOHTPONA pe3yiIbTaToB
YIIPaBICHUYCCKOTO PCLICHMSL



1.4. TpeGoBauns K pelyabraram ocsoenns [lporpammsl

IIporpaMMa HanpaeieHa Ha COBEPIIEHCTBOBaAHWE W (HUIM) OCBOEHUE CJEAYHOLIMX
npodecCHOHANBHBIX KOMMETEHIN:

CoCOOHOCTE MOHMMATE CYINHOCTH M 3HAueHHe HH(DOPMAlUH B Pa3BHUTHH
COBPCMCHHOIO  OOINECTBA,  I[PUMEHATL  JOCTIDKCHHS — MHGOPMAaTHKH U
BbIUMCIIUTEIbHOH TexHukH, nepepadarvisate Oousiblwine 00bembl HHQOpMAUHH
MPOBOAWTDL LENIEHANPABIEHHbIH [TOUCK B PA3JMYHBIX HCTOYHHKAX HHPOPMALHMH N0
nMpoUIK AeATENBHOCTH, B TOM HMCTEe B MI00ANbHBIX KOMMBKOTEPHBIX CHCTEMAax
(ITK-1);

COCOOHOCTE HCHOJNE30BATh HOPMATHBHEIC IIPABOBEIC TOKYMCHTEI B CBOCH
npodeccuonansHol gestenpHOCTH ([1IK-2);

cnocodHocTs GOPMUPOBATL KOMILIEKC Mep 1o HHYOPMALHOHHOH Oe3011acHOCTH ¢
YHETOM €rc npaBoBoi 00OCHOBAHHOCTH, aAMHHHUCTPATHBHO-YIIPABIEHYECKOH M
TEXHUYECKON peann3yeMoCcTH H 3KOHOMHueckoi nenecoodpaznoctu (TTK-3);
CNOCOOHOCTh OPraHH30BLIBATE U MOAAEPKUBATEL BHITIONHEHUE KOMIMJEKCA Mep Mo
nHQOpPMALNOHHON 0e30macHOCTH, VYIIPAaBIATH IMPOLECCOM HX peanu3alldd ¢
YUCTOM pCIIACMBIX 3a7au W OPraHH3alHMOHHON CTPYKTYpBl OOBEKTa 3aLMUTHL,
BHELIHUX BO3AEHCTBHH, BEPOATHBIX YIrpo3 H YPOBHA Pa3BHTHA TEXHOJOTHI
sawurel undopmauun (IK-4);

CNOCOOHOCTh OPraHM30BaTh MPOBEAEHUE U CONPOBOKAATh ATTECTALMKY OOBEKTA
Ha COOTBETCTBHE TpeDOBAHWAM TOCYAAPCTBEHHBIX WIH  KOPMOPATUBHBIX
HOPMATHBHBIX JOKYMeHTOB (I11K-3);

CoCOOHOCTE ONMPeACTATE BUABI B POPMBI MHGOPMAIIIH, MOABCPKCHHOH YIpo3am,
BUIbl U BO3MOXKHBIE METOIbl M TYTH pealiM3aliH Yrpo3 Ha OCHOBE aHalu3a
CTPYKTYPbl U cOnepxaHusi HHPOPMALMOHHBIX POLECCOB NPENNIPHATHS, LENeld u
3aaay AesaTenbHOCTH npeanpuatua (ITK-6);

CNOCOOHOCTL MPOBOANTL aHAIM3 WH(POPMALMOHHON 0e30MacHOCTH OOBEKTOR U
CHCTCM C HCTIONB30BAHHEM OTCUCCTBCHHBIX U 3apy0eikHBIX cTaHmapTos (11K-7);
cocoOHOCTE pazpalaThBaTh TPEIIOKEHHS 10 COBCPIISHCTBOBAHUIO CHCTCMEI
ynpasnenns nndopmaunonnoii desonacnocruio (IMK-8);

cnocodnocTe popMupoBaTe KOMILIEKC Mep (Npasuiia, Mpouenypol, NPAKTHYECKHE
npUeMEl U Np.} A8 ynpasnesua nHhopmanuosHoi desonacHocThio (TTK-9);
CNOCOOHOCTRKY MPMHMMATH YHACTHE B OPraHH3allMM KOHTPOMBHBIX TPOBEPOK
padotocnocobHoCTH 1 3¢h)eKTHBHOCTH MPUMCHACMEIX IPOrPaMMHO-ANNAPATHEIX,
KpUITorpaGuIecKuX U TEXHHUECKHX CPeacTB 3amuTel nHpopmarmn (11K-10);
cnoco0HOCTE M3y4waTe U 0000mate OnmeIT  paboTel APYTHX  VUPCIKACHMIL,
opranuzauvii ¥ npeanpuaThii B odnacry nosbiwenns 3GGEeKTHBHOCTH 3aLUMTbI
unpopmaumnm (TIK-11),

CNOCODHOCTL  Y4acTBOBATL B padoTax MO peamusalMd  NOJMTHKH
uHpopMalMoHHoi bezonacHocTH (TTK-12);

CIOCOOHOCTE  IPHUMEHATH  KOMIUIGKCHBIH — moZXod K OOCCIICUCHHIO
HHPOpMaIHOHHOH 0€30MacHOCTH B pa3IuyHbIX cdepax neareapHocTH ([IK-13);
crnocobHOCTE Oprann3oBark paboTy MaJIoro KOJUIEKTHBA MCIIONHHUTEJIEH ¢ yHeTOM
TpedoBannii 3awure nndopmaunn (MK-14),

CNOCOOHOCTh OPraHM30BaTh TEXHONOMMYECKMH MPOLECC 3alllMThl UHPOPMALIUN B
COOTBETCTBHM ¢ MPaBOBbIMM  HOPMATHMRHBIMU  aKTaMH M HOPMATHUBHBLIMHE
METOOHUECKUMU HOKyMeHTaMu PeacpantHoii cny:kOb! Ge3onacHocTu Poccuiickolt
Qenepamm, @eacpanbHoit  caykOoH MO  TEXHHUYECKOMY U SKCIOPTHOMY
koutpomno (TMK-15).



B pesyaerate ocBoeHus IlporpaMmel ciayimatene OONKCH mpuodpectH H - (WiaH)
yCOBepLLIeHCTBOBaTb cne,uy}ou_me 3HAHHUA H YMCHHH, HCO6XO,E[HMble o4 Ka4eCTBEHHOI'O
M3MEHEHUA KOMTIETEHIIHIA;

BbISIBJIEHHE TOTEHIIMANBHBIX H PEANbHbIX YIPo3 HHOOPMALIMOHHON Oe30NacHOCTH;
YMCHHC MPOBOANTE HX PAHMKHPOBAHHE IO BEPOSTHOCTH PEANH3ALNN M BEIHIHHE
yirepoa;

OCYLIECTBJIEHHE OPraHH3aLHOHHO-NPAaBOBOre odecnedenns HHOOPMALMOHHON
OezonacHocTH 00beKTa 3aLUTI,

opranuzans paboThl MaNbIX KOJIEKTHBOB MCIOMHMTENE ¢ yueToM TpeboBaHuii
3aLUThl HHPOPMALIUH,

COBCPIICHCTBOBAHNE CHCTEMBI YIIPABJICHU HH(OPMATMOHHOH 0€30IMaCHOCTEID;
n3yueHne U obolmeHHe ombiTa PadOTEl OPYTHX VUPEKACHHH, OPraHH3alNi H
npeanpustii B obnactu nosoiwenns >pPekTHBHOCTH 3a1unTbl HHGOpMaLNn;
koutpois  ddpdexrusnocrn  peanmszaumu  OONHTHKH  MHPOPMALHOHHON
fe30MacHOCTH 0OBEKTA.

y4acTHe B TNPOBEACHWM aTTecTaluud OOBEKTOR, TOMEIIEHHI, TEeXHUYECKHX
CPeOCTB, CHCTEM, MpOrpaMM M QITOPUTMOB HA TIPEOMET COOTBCTCTBHA
TpeOOBAHMAM 3aIIHTH! HH()OPMALIHH,

3HAHWE  METONOB WM CPeucTB  BbigBileHus  yrpo3  Oe3onacHocTH
ABTOMATH3UPOBAHHLIM CUCTEMAM,

3HAHKNE METO/OB TEXHHYECKOH 3a1IHTh! MH(pOPMALIHH;

3HAHKNE MeTOMOB (POPMHPOBaHUA TpeDORaHHIT MO 3aluTe HHPpOpMaluy,

3HAHHE MCTONOB OpPTraHH3aLMH H VIIPABICHHST OCATCIBHOCTHID CHIYKO 3aIIHTHI
uH(OPMAIHK HA TIPSIIPUSITHI,

3HAHWE METONMK [IPOBEPKH 3aWHeHHOCTH 00bekToB HH(OpMATH3aUMH  HA
coOTBeTCTBHE TPeDOBAHHAM HOPMATHBHBIX 1OKYMEHTOB;

M3yYeHHE TEXHUYECKHMX KaHaJOR YTeuKH UHpOPMALIUY,  BO3IMOKHOCTER
TEXHUYECKHX Pa3BeiOK, CMOCODOB M CPEACTBR 3allMThl HHPOPMALIHK OT YTEUKH N0
TCXHHYECKHM KAaHaIaM, MeTONOB M CPCOCTE KOHTPOIA 3G (EeKTHBHOCTH
TEXHHYECKOI 3alIuTEl HH()OPMALIHH,

M3yYy€HHe TPHHUHIOB W MEeTOIOB  [POTHBOLEHCTBUS HECAHKLHOHHUPOBAHHOMY
MHPOPMALMOHHOMY BO3IEHCTBUIO HA BBIYHCIHTENbHbIE CHCTEMBI M CHCTEMb
nepenauu MHQpopmaliy;

M3y4eHHe MPUHLMIOB OPraHU3aliMi HHPOPMALIUOHHBIX CUCTEM B COOTBETCTBHMH C
TpeOOBAHMAMHE IO 3alIUTE HHPOPMALTUH.



2. COAEPKAHUE NNPOI'PAMMBbI

2.1, YyeGHbIii m1an

YueOHbIN TUIAH
IPOTPaMMbl MOBBILIEHHA KBATH(PHUKALIHH

«BoisiBNeHNe YIEKTPOHHBIX YCTPOICTB HETJIACHOTO MOJTYyYeHHsT HH(pOpMaUnH B

HHTEpecax COOCTBEHHBbIX HYAD HPpHAHYECKOTo JIHLA»

l.le.]'lb: MOBBIINEHHE KOMNETEHTHOCTH CNIEUHATHCTOB HH(I)OpMElLlHOHHOI:'I De30nacHoCTH

Ha MpeanpUATHH B 00MacTHM OCBOEHHS METOAOB W CPEACTB BbIABNEHHS
EKTPOHHBIX YCTPOUCTB HEIVIACHOTO MOIYYSHHA HHPOPMALHH.

Kateropusi ciymiareneii: pyKOBOJAUTCITH TIPSTPHATHI W OPraHH3aIi pa3TiaHbIX

$hopM COOCTBEHHOCTH, PYKOBOAMTENH, HAUYaNbHWKH OTAENOB W CNELMATHCTHI
noapasaeneHn 0e30MacHOCTH (uHpopmauHoHHON 0e30MacHOCTH),
PYKOBOAMTEIM M COTPYAHMKM CIELHAIM3MPOBAHHBIX I[OAPA3ACACHHH 110
3aMATe  KOHQWIACHIIHAMLHOW  HMH(QOPMAIH ¥ 1O TIPOTHBOCHCTRHIO
YKOHOMHUYCCKOMY THTTHOHAKY.,

Cpok ocBoeHus: 40 yacos, SyueOHbIX JHEH
Pemxum 3ansiTHi: 8 4aCOB B IEHD

n/n

Koau4ecTBo 4acoB Ha KYPC MOATOTOBKH

B TOM YHCJIC,

Haumenosanne yuebHbIx TEM
ITpakThnyec

KHe
JAHATHHA

Beero JIeKITHH,
CEeMHHAPDLI

PDopMbI
KOHTPOJISA

OCHOBBI OPraHU3alHA H
obecrneveHHs KOMILIEKCHOR
3alUThLI HH(pOPMALIHK HA
NpeAnpHATHH

TexHu4uecKHe KAHABI YTe4YKH
undopmaunu

Lporpammuao-annapaTHbie
CPEACTBA HErJIACHOT O 4 4
noJiy4eHuss nugopmaunn

MeToauka M coaep:RaHue
NOArOTOBKH H TIPOBEACHHA
KOHTPOJIbHO-IIOHCKOBBIX
npouenyp

th

KoMnnekchbl M TEXHHUECKHE
cpeacTBa KOHTPOJIA
3AWUIEHHOCTH HHPOpMALIHH
HA 00beKTAX, NpeJHAZHAYEHHE,
xapaKTepucTuKu H
BO3MOKHOCTH




PexomeHaALMHU MO COCTABY
KOMILIEKCA KOHTPOJILHO-
NMOHCKOBBLIX CPEACTB H
(opMHupYEMOro no KpHTEPHIO
3P PeKTHBHOCTE-CTOUMOCTBY»

MpakTakym: BeisiBaeHue
CIEeNHAJNBHBIX TEXHHYECKHX
CPEeICTB HErNIACHOIO NMepexsara
uHdpopmaunu HA 00BbEKTe

Hrorosas arrecrauna

Jauer
0e3 olIeHKH

Hroro

40

26

14




2.2, Coaepskanue llporpaMmmbl

Yuebnas nporpaMmma
[OBBILICHUS KBaTU(HKaAUMU
«BbIsIB/ICHHE 3IEKTPOHHBIX YCTPOMCTB HEIIACHOI'0 NOJ1y4eHHs1 UHpopMaLuu B
UHTEpPecax COOCTBEHHbIX HYK WPUAHYECKOr0 J1ULAY

Tema 1. OcHOBHI _OpraHu3aliMM W OOECHEYEHWS KOMMAEKCHOH 3allMTHI
UH(OpPMALIHH HA NPeaANPUATHH.

Ofuias xapakrepucTUKa YIrpo3 HUH(POPMALMOHHBIM PECYPCaM, IOMIEKALIMM
3aIMUTE, POITh ¥ MECTO TCXHHUUECKOTO KOHTPONA B 00CCTICUCHHH KOMTIJICKCHOM 3aTIHThHI
WH(POPMATMH, TECXHWUCCKHE KaHaNbl YTCUKH WHQOpMaIMH, WX KiaccHpHUKaIrms H
00L1as XapaKTEPUCTHKA.

Tema 2. TexHuueckue KaHajbl YTEYKH HHGOPMALMH, PEAIM3YEMbIE 33 CUET
TMPUMCHCHUA  TCXHWYCCKHX CPEICTB €C HETNACHOTO TIONYYCHHA WHGOpPMAIHH.
TexHHYECKHE CPE/ICTRA HETIACHOTO TTOMYUCHHA HHPOPMAITHH.

Knaccudukaumns, XapakTEPUCTHKH, BO3IMOMKHOCTH, HAuOOIEE  BEPOATHBIE
CIOCOOBL IPUMEHEHUS.

Tema 3. llporpaMMHO-annapardHbleé CPEACTBA  HEMIACHOIO  HOJAYYEHUSA
uriopMarmu.

[Mporpammuble 3aknaakd (knaccudukaiMs MeTOAOB W CPEACTB HErNACHOTO
noay4eHus HMH(POPMALMU B CPEACTBAX 3IJIEKTPOHHO-BBIYMCIMTE/IbHON TEXHHUKH,
AlIIAPATHBIE M IPOIPAMMHbBIE 3aKJIAAKH IS HEIJIACHOro nepexsara WH(popMauuu,
KMacCHU(pUKATMA TIPOTPAMMHEBIX  3aKTA/I0OK, MCTOMBI BHCAPCHWS, OOHAPYKCHHUA W
3ALIMTHL OT MPOrPAMMHBIX 3aKNaJ0K), MPOrPAMMBI-IUTIHOHBIY ANl HETJIACHOrO
nonyueHus: HHPOPMALMH (KnaccH(HUKALMA NPOrPaMM-«LUMHOHOBY (3aMECTHTEH,
(PUIBTPBL, UMUTATOPHI), NPUHLUMIIBL WU AJITOPHUTMbL (DYHKUMOHUPOBAHUA NPOIrPaMM-
«IIIMTHOHOB», METOABI 3alMHTH CPCACTB IICKTPOHHO-BBIYHUCITHTEIIHHON TEXHMKH OT
MPOrpaMM-«LUNHOHOBY, WHCTPYMEHTANbHBIE CPEICTBA 3SalUMTBl  OT MpOrpamm-
«wnuoHoB» (Lavasoft Ad-Aware, HijackThis)), yTHAMTBI CKPBITOrO YAAIEHHOrO
AAMUHHUCTPUPOBAHUA Il HEIJIACHOIO mnojy4yeHus uHpopMaumu (Kiaccuuxaums
CPE/ICTB YIANCHHOTO MOCTYTA, METOABl VAANCHHOTO JOCTYNA, WHCTPYMCHTATBHEBIC
cpeactea yaamennoro moctyma (VNC, Netbus, Back Orifice, SubSeven); metomnt
3ALIMTHL OT HErJacHOro nepexeata HH(POPMALIMM € HCNOJB30BAHHEM CPEICTB
YIAJIEHHOTO aAMHUHUCTPUPOBAHHA ).

Tema 4._MeTonwka W coMep:kaHWE TOATOTOBKH H TIPOBEACHWSA KOHTPOITEHO-
MOMCKOBBIX TIPOTICTYP.

OcHOBHBIE MEPOMNPHATHI MO odecnedeHHK OE30MacHOCTH MEPCOHANIbHBIX
JAHHBIX IIPU HWX OCOOEHHOCTH MNOATOTOBUTE/IBHOIO H MCIOIHUTE/IBHOIO JTAIOB,
TEXHOJIOTHYECKUE MPOLEAYPbl KOHTPOIA 3alMUIEHHOCTH HHpOpMaLyu Ha 00beKTaxX.
OcoOeHHOCTH  TCXHOJIOTHH  BBIABJICHHA  CMCTIHANBHBIX  TCXHWUYCCKHX — CPEICTB
HETTACHOTO MOMYYEHHS! HHPOPMALIHK NIPH NPOBEPKE aBTOMOOHIBHON TEXHHUKH.

Tema 5. KOMILIEKCHI M TEXHUYECKUE CPEACTBA KOHTPOIA 3aMMIIEHHOCTH
uHpopmaimy Ha oObekTax. llpenHa3HaueHHe. XapaKTEPHCTHKH U BO3MOKHOCTH.

KOMIICKCET W TEXHUYCCKHE CPE/CTRA KOHTPOJA 3AIMHIICHHOCTH HWH(OPMAIHH
Ha oObekTax. [IpeaHa3zHauyeHHe, XapAKTEPUCTHKH H BO3MOMKHOCTH.

10



Tema 6. PexkoMeHIALUMM N0 COCTABY KOMIUIEKCA KOHTPOJbHO-MOUCKOBBIX
CPeAcTB. 00ECNEYHBAKIIErO PEATH3ALHI0 BCEX TEXHOJOMHUECKUX NPOLEAYP KOHTPOs
u QOPMUPYEMOTro 110 KPUTEPHIO 3 EeKTUBHOCTE-CTOUMOCTY

CpeactBa monutopusra Ha npumepe usaeauii KPK-5MI("Owmera”) u OSC-
5000("Ocxop«), IETCKTOPOB DICKTPOMATHHTHOTO TIONS HAa mpumepe u3aemmi ST-006
u ST-007, MHOro(pYHKUMOHATBHBIX KOHTPOJNbHO-MOUCKOBBEIX MPUOOPOB HAa NMpUMepe
winenua ST-031(ST-031P) «llupanbs», HENUHEHHBIX PAIHOIOKATOPOB HA IIPUMEPE
w3nenuid «Opuon» u NR-Q00EM, cpeacts onTH4ecKOH JIOKALMU (MOUCKA CKPBITHIX
BHCOKAMED) HA TPHMEPE H3ACTHA «ATTMA3».

Tema 7. IlpakTH4yeckOoe 3aHATHE MO BbIABAEHHK CMNELHMAIbHBIX TEXHHYECKHX
CPEACTB HEMMACHOTro nepexsaTa HHpopMaunu Ha 0ObeKTe.
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3. YCIOBHA PEATH3AUHHU ITPOTPAMMUDBI

ObOyuenue mpoeoguTcs Ha vucOHO-MeTommueckod ©Oase  HerocyzapcTeeHHOTO
00pa30BATCIPHOIO VUPCKACHHSA NOTMOJHUTCIBHOTO MPOdECCHOHANBHOTO 00pa3OBaHHs
«LlenTp npeanpuHUMATENbLCKHX PUCKOBY.

K npenonasanuto yueOGHoit TIporpaMmbl MpUBNEKAKTCS MpenofaBaTey, HMEKlle
DONMBIIOH ONBIT NeAarorHueckoii aeaTenbHocTH (Oonee 5 neT) B cdepe 3KOHOMHUECKOH
0€30MacHOCTH U MIPAKTHYECKHUI ONBIT padOTHI MO 3TOI TEMATHKE.

B npouecce o0ydenus npUMEHAIOTCS COBPEMEHHbIE TEXHUYECKHE CPeacTsa odydeHus u
mMeToanueckue nocobus, paspaborannsie no remam y4edbnoi [porpammer.

3.1. TpeGopaHHs K MHHHMAJLHOMY MATePHAJILHO-TEXHHYECKOMY 00ecneueHUIO

Peamisammus IlporpaMmbl AUCIUIUIMHEL TpeOyeT Haauuus yueOHoro kadWHETa C
HEOOXOOMMBIMH TEXHHUECKUMH CpencTBamMu 0dyueHms.

Ooopyaosanue yue0HOro KaOHHeTA:
- pabouue MecTa Mo KOJMUYECTBY 00YHarIINXCs (CTOM, CTYN, HeODXOAUMbIE s
paboTHI B ayJUTOPHH KAHLCIAPCKHUC MTPUHAIICKHOCTH ),
- padouce MECTO MpenomapaTes (CTO, CTYN, HeoOXoauMBIC 115 PadOTHI B
ayAUTOPHH KaHUENSPCKHUE [IPHHALIEIKHOCTH);
- JOCKA AJIS 3aNMCel ¢ NPHHAANEKHOCTAMH { MAPKEPDbl 1151 THCbMA, YKAa3Ka).

TexHHUecKHE cpeacTBA 00ydeHUs:

- TepPCOHAIBHLIN KOMITBIOTEp MIpenogasaTesa ¢ nepidepuiiHEIME YCTPOHCTBAME H
OOCTYIIOM K cetd MHTepHeT,

- MYJBETHUMEAHA-TIPOSKTOP C IKPAHOM,

- MepcoHabHbIE KOMILIOTEPDBI (HOYTOYKH) N0 KOJNIMUeCTBY 00yUaIOLHUXCs C
AOCTYNOM K ceTH MHTepHerT;

- oDopynoBaHHe CNELHANBHOTO HA3HAYEHUS AJ151 ODHAPYKEHUSA CKPBITHO
BHCZIPSIEMBIX 3aKJIANHBIX YCTPOUCTB HErJIaCHOIO CheMa HH(pOPMaLii

Kasnplii oOyuatowmiics obecrieunsaercsd pasnaroyHbIM MAaTEPHAIOM H KOMIIAKT-IHCKOM
¢ 3anucelo  yueQHo-meroanueckux — marepuanos  [Iporpammbr  (npeseHTauuu
npenoaasareneif, KOHCMEKThl, HOPMATHBHO-MPABOBLIE aKThl, 0OPa3LbIPaCCMAaTPUBAEMbIX
Ha 3aHATUAX AOKYMEHTOR, MPHUMEPbLI pPelIeHUs MpakTHYeCKMX 3a0ad, CTaTbH U Apyrue
MaTtepHanel o TeMam Ilporpammer).
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3.2, Un(popmaumoHHOE o0ecieueHHe 00y YCHMS

IlepeyeHb peKoMeHaYEMOM HTepaTyphl, HHTEpHET-pECYPCOB

Jaronst it HOPDMAMIHEHBIC AKH1bL

®enepanbhblit 3akoH ot 27.07.2006 N 149-@3 «O0 wuHbpopmaliu, UHPOPMATITHOHHBIX
TEXHOJIOTHAX U O 3aLIUTe HHGPOpMAaLuNy (IeHCTBYIOIIAS PEIaKIIA)

«Joxkrpuna  undopmaunonnoil  desonacnocrn  Poccuiickoin  @expepaumny»  (yTB.
Tpesupentom PP 09.09.2000 N T1p-1895) (neficTByronas pefakius)

®@encpanbHelii  3akoH  or  28.12.2010 N 390-®@3  (pem. ot 05.10.2015)
«Q BezonacHOCTH» (AEHCTBYIOWAN PEAAKLMS)

3axkoH P® «O rocynapctBeHHol TaiiHe» o1 21.07.1993r. Ne5485-1 (neficTByroias
pemaxiys)

Denepanpubiii 3aKk0H «O xomMepueckoil TaiiHe» or 29 wurons 2004 r. N 98-@3
(aeficTBYIOIIAsA peAAKLMS)

QenepaneHbifi 3ak0H «O MepCOHANBHBIX HaHHBIX» OT 27 mioaa 2006 r. N 152-@3
(zeficTByrowas pepakums)

®enepanbhbiit 3ak0oH «O0 snekTpoHHOH noanuck» ot 6 anpens 2011 r. N 63-@3
(zeiicTByOIIAS PCIAKIINS)

Mpukaz GCTIK Poccun or 18.02.2013 N 21 «O6 yreep:knennn Cocrasa ¥ couepskanms
OpPraHM3alMOHHBIX M TEXHHYECKHUX Mep no odecrnedeHHo 0e30MacHOCTH NEPCOHANbHbBIX
naHHBIX Npu ux 00padoTke B MHQOPMALMOHHBIX CUCTEMaX MEPCOHANBbHBLIX AAHHBIX»
(3apeructpuporano B Munwocte Poccnn 14.05.2013 N 28375) (aciicTByromas peaaKkys)

Yuebnas 1umepamypa

Cepmrox B A, «Oprasu3anns 1 TeXHOJIOTHH 3aIIUTH UH(pOopMauumu» 20111

Hekpaxa A.B. «OpraHuzaiia KOHGMAEHUMANBHOTO AeNONPOU3BOACTBA W 3alllkTa
nH(popMauuny yuedHoe nocodue. M. Akasemuueckuit npoekt, 2007

3ybos A KO «Kpunrorpaduueckne meronpl 3awutel undopmaunn» CobeplieHHbie
wudpst: Yuebuoe nocodue. M. ennoc APB, 2005

Bomoctuerx B.A., Kupeee B.C., Crapomydues MM «OcCHOBEI 3alIHIIEHHOTO
nenonpomssoacteay ClI6. BYC, 2002

CnuBak B.A «JIOKyMeHTHpOBaHHE yMpaBJIEHYECKOH NEeATENBHOCTH
(Mdenonpouszsoacteo)» — CITO. TTutep, 2005

I'yryepa T. A «Kouduaenunansuoe nenonpoussoacrso» yuednoe nocodbue. M. Anbda-
M: UH®PA-M, 2012

«KoHpuacHIMansHoe IENOIPOH3BOACTEBO a 3AIIUIICHHBIN BIICKTPOHHBIH
IOKYMEHTOOOOPOTY

Xopeer TLh. «Kpuntorpaduueckne unTepdeiicel 1 ux ucnonbsosaHue» M. Topsuas
muHua Tenekowm, 2007

C.B. 3aneunukos «Kpunrorpaduueckue npoTokonsl M ux npumeneHue B Guuancosoil u
KOMMepUeckoi aesreipHocTu» Yuebnoe mnocodue mns By3zoB. M. [opsivas simnms
Tenekom, 2007
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Katopur 10 @, Kypeuko E.B., JleicoB A B., Ocrameake A H «JHUMKIONCOHS
npompiwaenHoro wnuonaxay Mon odw. pex. Kypenkxosa E.B. — CI&. Monurowu, 1999

Mamrok A A. «MadopMannonHas 56€300aCHOCTE, KOHLCITYANBHBIC M MCTOIOIOTHICCKIE
OCHOBBI 3aummThl HHGOpMauuu» Yueb. mocobue mma By3oB. — M. l'opsAdas muHHA -
Tenekom, 2004

Meubmakor H) K «3aummpra 0OBEKTOB M HHGOPMALIMK  OT TEXHHYECKHX CPEACTB
paseeaku» — M. PITY, 2002

Merpenko C.A., Cumonoe CB. «Ynpasnenne HHOOPMALHOHHLIMH PHCKAMH.
DKOHOMMHYECKH onpaBaaHHas desonacHocTby — M, Komnanua AiiTu; JIMK Tlpecc, 2005

IOmyk E.J1. «MAT¢pHET-pazBenKa: pyKOBOICTEO K AcHCTBUIO» — M. Bepmmuna, 2007

3uma B.M., Monnosadn A A., Monmosad H A «BesonacHocTh rnodanbHbIX CETEBLIX
TexHonoruii» — CTIo, CTIoTY, 1999

Xopapy M., Jlebnanx [, Brera Dk «24 cMeprTHBIX Ipexa KOMIIBLIOTEPHOI
Hesonacnocriy CII0. [Turep, 2010
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Pexomenoosannvie Humepnem-pecypcot:

http://www.consultant.ru/ Cripagounas npasosas cucrema «Koncynsrant Iliocy

http://www garant. ru/ CrnipaBo4Has npaBoBas cuctema «[ apaHT»

http://www s-director.ru/ XKypuan «dupexrop no 0e30macHOCTH» CrELUHATH3UPOBAHHOE
eKeMecsHHOe M34aHue, OPUEHTHPOBAHHOE HA OCBEIUEHHE MOJHOr0 KOMIUIeKea rpodiem
KOPNOpPaTHBHOMH De30MmacHOCTH; SKOHOMMYECKOI, (duznueckoil,  TEXHUHYECKON,
HH()OPMALIMOHHOM, KaAPOBOH, FOPUIMYECKOH M T.M., a TAKKE MX B3aUMHOTO BIIUSHUS

http://bezopasnost-chel.ru/ Bcepoccuiickuii CHeLHaTM3NPOBAHHDIH KypHa
«be3onacHocTey OTpacnesoe u3naHue Ha poiHke cucrem Oesonachnocru B Poccum w
Bbnuxnem 3apybexkne

http://www algoritm.ore/ Mypaan «Anroputm Oe3omacHOCTHY — HWH(POPMAIHOHHO-
AHAJIUTHYECKOE H3OaHue, ocBelaroLmee BOTIPOCHI TEXHHUYECKOIo O6eCHelieHi/lH
DezonacHocTH 00LEKTOB

http://www tzmagazine.ru/ XKypHan « TeXHONOrHs 3aIIUTED) - OTPACICBOS H3IaHHE PHIHKA
TEXHMYECKUX cHCTeM Oe3omacHocTH. Bc€ O KOMIUICKCHBIX cHcTeMax Oe30macHOCTH
CKY [ OIIC CCTYV cucremax noapoTyLieHus U 0 Apyrux cermeHTax poiHka TCh

http://ru-bezh.ru/  RUBEX unpopMalinoHHO-aHAMUTUYECKUI  KYpHAalD Mo TeMe
Oe3onacHOCTH

http://www . mirbez. v/ CneunanuzupoBannbiii xkypuan no 0OesonacHoctu «Mup u
De30MacHOCTbY

http://www plusworld i/ Madopmannonno-ananutuueckuii sxypHaan [JIAC

http://www.id-mb.ru/ AHanutudeckuii Menuanopran «Mup Ge30nacHOCTHY

http://tek securitvmedia.mu/ OTpacneBol CHenHATH3HPOBaHHBIA >KypHan «besomacHOCTh
00bexTos TIK»

15


http://www.consultant.ru/
http://www.garant.ru/
http://www.s-director.ru/
http://bezopasnost-chel.ru/
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http://www.tzmagazine.ru/cctv.php
http://www.tzmagazine.ru/sistemy_pozharotushenieya.php
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http://www.id-mb.ru/
http://tek.securitymedia.ru/

4. OUEHKA KAYECTBA OCBOEHUS IIPOI'PAMMBbI

[lo oxonuanuu oOy4denus no lIporpamMme NpPOBOAMTCA UTOrOBas ATTECTALMA B
thopme 3auéra 0€3 OLECHKMU.

IlpuMepHbIe BOpochl ISl NOATOTOBKH K 3a4¢TY

1. OcHOBBI OpraHu3aUMK U 0DecneYeHHss KOMIIEKCHOH 3alMThl HH(OPMALIHH
Ha NPeANpHATHH.

2. XapakTepHCTHKa Yrpo3 HH(pOPMAUMOHHBIM  pecypcaM, MOANEKALIHM

3aLuTE.

Ponb M MECTO TEXHUHYECKOIO KOHTPOIS B OOECIIEYEHHM KOMILICKCHOH

V8]

3auThl UHpOpMALUH.

4, TexHWYeCKHC KaHamBl VTCUKW HWHPOPMAITHH, PCamH3VEMEBIC 3a CHCT
MPUMEHEHAA  TCXHWYECKHX  CPEACTB €€  HEMTACHOTO  TONMYyHYCHHA
uH(popMAaLIHH.

5. TexHHYeCKHE CPeaCcTBA HEMTACHOTO NONAYYEHHs HHDOPMALMH.

6. DNEKTPOMATHUTHOE MOoJie DIWKHEH 30HbI.

7. OcoDeHHOCTH  NPUMEHEHMA  MHOrOQYHKUMOHANBHOIO  IIOMCKOBOIO
ycrpouctsa llupanss 11

8. BrbliBNEHHE 3NEKTPOHHBIX YCTPOUCTB HEIVIACHOIO NOMY4CHUS HHpOpMaLHK
(PVHITH) B moMETIICHHAX.,

9. OcHOBHBIC 3TaIBl TPOBEACHUA MOUCKOBEIX MCPOTIPHATHI,

10. Metoabl noucka DYHIIHN, ux cogepacanie 1 0COOEHHOCTH MPOBEAEHHS.

11. OCHOBHBIE MEPOTIPHATHS MO 3ALIMTE NOMELWIEHHH OT YTeUKH HHOPMAaLIHH.

12. OCHOBHBIE BHIbl CHTHAJNOB, HWCHONAL3YEMbIX LHM(PPOBLIMH CHCTEMAMH
HETJIACHOI'O CheéMa HH(OPMALIMH.

13. OueHKa 3a1UINEHHOCTH IOMELLEHUN OT YTEUKH M0 TEXHHYECKUM KAHAIAM.

14. Annapartypa, npuMenaeMas 11 BoiasiacHus JY HIIA.

15. XapakTepuCTHKHA W TIPHHTTMIBI PaOOTHI armmapaTypbl, TPUMCHACMON 14
BEITBIICHHS DY HITH,

16. Boiasnenue DYHIIHU B nomewenuu.

17. XapakTtepucTHKa COBPEMEHHOTO PbIHKA CPEACTB 3alUMTBI OT HErNAacHOro
MOJYYEHHS HHPOPMALIHH.

18. [IpoBeacHHE NOUCKOBBIX MEPOIIPHUATUH.
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YUEBHAS 1IPOI'PAMMA
«BrIsIB/IeHHE 3NIeKTPOHHBIX YCTPOHCTE HErJTACHOI0 NMOJIyYeHUss HWH(pOpMAaUHH
B MHTepecax coO0CTBEHHBIX HYKA IOPHIHYECKOro JIMLIA»

© HerocyaapcTBeHHOE 00Pa30BATEIBHOEC VUPCKICHHE

AOTMOJHUTENBHOTO NPodeccHOHANBHOrO 00pa30BaHus
«llenTp npeaAnpHHUMATENBCKHX PHCKOBY
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