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JlononuurtenbHas — npodeccuonanpias — obpa3oparesbHas — [porpaMma  IOBBIIICHHSA
kpapukanuu «YupapieHHe 0e30MaCHOCTLI0 KOPNOPATHBHOH HHGOPMAIMOHHOH
cucreMb»  (mamee —  IlporpamMma)  paspadoraHa  aBTOPCKHM  KOJUIEKTHBOM
HOVY JIT1O «II1P» B cootBercTBHu ¢ DejiepaibhbiM 3akoHoM Poccuiickoit ®enepainu
ot 29.12.2012 r. No 273-®3 "0O6 obpazoanun B Poccuiickoit @enepauun”; [lpukazom
Munoopuayku PO Ne 499 ot 1 ntons 2013 r. «O0 yTBepKAeHHH NOPsi/IKa OPraHH3aLMH U
OCYILECTBIICHHUS o0pa3oBaTenbHOI JIeSITe/IbHOCTH o JIOTIOJTHUTE IbHBIM
npodeccuoHalbHBIM  nporpaMmam». [Ipu  paspaborke  conepiKanus — HaCTOSMICH
JOTOJIHATENBHOM — npodeccHoHabHOH — oOpaszoBatenbHoi  IIporpamMMmbl  y4TEHBI
TpeGoBanus OOECHeYeHHs TPEEMCTBEHHOCTH 10 OTHOIICHHIO K  (peiepaibHbiM
rocyJ1apcTBEHHBIM 00pa30BaTeIbHBIM CTaHAapTaM Bhiciiero odpasosanus (PI'OC BIIO)
10 HanpasieHuo nojaroroBku "Mudopmannonnas 6e30nacHoCTh". a TaKkKe UMEIOMIHECS
Ha MoMeHT (hopmupoBanus [Tporpammel TpeboBaHUS NPOHECCHOHAIBHBIX CTAHAAPTOB H
(uaM)  kBanuuKalMoHHbIe — TpeOOBaHWs,  YKa3aHHble B KBaJIHM(HKALMOHHBIX
CIIPaBOYHMKAX, YTBEPKJaeMbIX B TOpsAKe, YycraHasiuBaeMoMm lIpaBHTEILCTBOM
Poccuiickoii  @ejepanmu, 10  COOTBETCTBYIOUIMM  JOJDKHOCTAM,  NPO(ECcCHAM,
crnenuagbHocTAM (B coorBeTcTBMH ¢ OOuepoccHiickuM — K1accH(HKaTOpoM
CIEIUAIBHOCTEH ).
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1. OBLIAA XAPAKTEPUCTHKA ITPOI'PAMMOBI
1.1. Heas lIporpaMmel

IlporpaMma npenHa3HAYUCHA IS IIOBBILICHHS KBaNH(IKAIIHN:

®  PYKOBOZMTENEH NPennpuaTHii 1 OPraHu3auui pasiuaabix Gopm coOCTBEHHOCTH,

® PYKOBOAMTENE, HAYANBbHUKOB OTAENOB U CMELMANUCTOB C1yk0O Oe30MacHoCTH
(MHpOopMaLMOHHOI De3onacHOCTH),

. pYKOBOHHTeHeﬁ H COTPYAHHUKOB OTAECHOB aBTOMaTH3alHWl, BBIYHCIIUTEIILHLIX
UEeHTPOB, MHPOPMALHMOHHO-TEX HHYECKHX OTIENOB,

® pyKOBOAMTENell U COTPYAHMKOB CMELWAaTM3UPOBAHHBIX MOApazAeneHuili no
3alUTe KOH(PHUAECHINAABHON HHDOpMALLIHY,

*  AAMUHUCTPATOPOB DE30MACHOCTH KOMIILIOTEPHBIX CETEH.

[lenbto peamusaumu IIporpamMMbl SIBASETCA COBEPINEHCTBOBAHHE MNPOQECCHOHANBHBIX
KOMMETEHIUH, MOBbILIEHHE MNPOGECCHOHANBHONO YPOBHA OOYHAKLIMXCA B PaMkax
HMCIOIIEHCS KBATH(DHKAIMM B VCIOBMAX HM3MCHCHHS LICNCH, CONCPKaHMSA, TEXHOJIOTHI,
HOPMAaTHBHO-IIPABOBOTO  O0CCIEUCHNs MPO(ECCHOHANBHON ACATCIBPHOCTH B cdepe
nndopMaunontoi 0e30nacHoOCTH.

B TIlporpamme 3HauMTENbHOE BHHMAHHE YAENEHO BOMPOCAM M3YUYEHHA MOCAEIHHUX
M3MeHeHHI B 00JaCTH 3alUThl HH(POPMALIMH W OCHOBHBIX HampaBleHHH ODecrneyeHus
nHpopMaunoHHOH  Oe3omacHOCTH Ha  mpeanpuatuu.  llporpaMMa  MOBBIMICHHS
KBaTU(pHKAIIMH TPCIYCMATPHBACT H3YUCHHE BOMPOCOB VIIPABJICHHSA OC30MaCHOCTHIC
KOpriopaTHpHOIl HH(OPMAIHOHHON CHCTEMBI Ha OCHOBE ICHCTBYHOIINX HOPMATHBHO-
METOANHYECKHX  JOKYMEHTOB.  MEWKIYHApOIHBIX,  OTEUYECTBEHHbIX,  BHYTPEHHHX
OPraHU3aUMOHHO-PACTIOPAAUTENbHBIX  AokyMenToB npeanpuatus. CTP-K, crangaprwt
ISO 17799-2005/ 1SO 2700x (TOCT P UCO/MDBK 17799-2005),ctanaapt ISO 27001. B
npotecce OOYHEHUS PacCMATPHUBAKOTCS MPAKTHYECKME PEKOMEHAALUU MO BHEAPEHUH)
CHCTCMBl YIIpaBICHHS HH(POPMaIMOHHOH OE30MacHOCTRI0, aHANH3Y PHCKOB, AHAIH3Y
yrpo3 HHOPMALHOHHOI G¢300acHOCTH, aYAUTY HH(DOPMALIOHHOH OC30MacHOCTH.

Yuebnas [Tporpamma «YnpasjeHune 0e301ACHOCTBIO KOpPNOPATUBHOH
HH(I)OpMallHOHHOﬁ CHCTEMbID» PEKOMCHIOBAHA B Ka4eCTBC BAPHUATHBHOMC pa3acia
(Moayns)  mporpaMMbl - npogeccHoHanbHOM  mepenoarotorku  «KommaexkcHoe
obDecneyeHne 0§e30MACHOCTH NpeANPUATHA» CO crenuamusanueii «OpraHu3anusa
3aLIUTH UHPOPMALIUU Ha TPCATIPUATHID.

Cneundura TIlporpammel 3akimiouaercs B €€ NPArMaTHYECKOH  HAMPABIECHHOCTH.
IMporpaMma MOBBIIIEHUS KBAMM(PUKALMK MPU3BAHA JIMKBMAUPOBATH Pa3phbiB  MEXY
TpeOyeMbIMH aKTYaNdbHBIMH U CYLIECTRYIOIUMH KOMMNETEHIMAMU CyinaTenei, KoTophii
He MOKeT OBITE TNPEONONEH CPCOCTBAMH CaMooOpa3OBaHUA M CAMONONTOTOBKH HA
padouem MecTe. DTOT PakT ONMpeAensacT TpeOOBAHMA K KOHCUHBIM PC3yNBTaTaM O0YHUCHHS
no Ilporpamme: dopmupoBanne npodeccHoHaNbHBIX — KOMIETeHUHH padoTHuka,
MO3BOJIIIOLUME €MY BLIMOJIHATL CBOM TPyOOBble (YHKUHH B PaMKax aKTyaibHbIX
TpedOBaHMiT K ero MpOQecCHOHANBHON AEATENBHOCTH.

[IporpaMmMa XapakTCpU3yeTCs MPAKTHUSCKOH OPUCHTHPOBAHHOCTBID OOYVICHUS, ¢ OMOpoil
HA HMCIOIIWHACH Vv CAVIIATCACH TPYAOBOH ONEBIT, BBICOKYI) OO0 CAMOCTOATSIBHON

paboTel, NPUKIIAAHON XapaKTep coaepikatus odpazoBaHus.
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1.2. XapakTepucTuka noarotoeku no Iporpamme

HopmaTusHblii cpok ocBoeHus TIporpamMmbl — 40 akaneMUUYECKHX 4acoR, 5 pabounx JHel,
BKJIFOUAsl BCC BUABI ayAUTOPHON U BHEAyIUTOPHOH (caMOCTOSATSNEHOM) yueOHOi paboTe!
CIIyIIATENA.

Pexxum oOyuenusi: 40 ak.yacoB ayauTOpHLIX 3aHsaTHil B Hepeno (8 ak. 4acoB B AeHb) -
JeKUHH, CEeMHHAPLI, MPAKTHYeCKUe 3aHATHS.

Dopma 00yueHHs — 04HAaA, ¢ OTPLIBOM OT NPOH3BOACTBA.

1.3. TpeGoBaHHs K YPOBHIO NOAIOTOBKH CAYIIATENS

[Mosbluenne kpannduxaunn no Hacrosiweid [Iporpamme ocywecrsasiercs Ha 0Oaze
BBICLLIETO M CPEAHEro MPo(ecCHOHANTBHOMC 00pa3oBaHus.

K ocBoeHHr fgaHHON aononHuTenwHOH npodeccuoHanbHoil TIporpammbr nonyckaroTes
JMIa UMEIOIIHE CpeHee po)ecCHOHANBHOE H (IH) BhICIIee o0pa3oBaHue.

HAnsa ycenewnoro ocsoenust [lporpammel noseiwenus kepanudukauun  odydarommiics
TOJIKEH:
. 3HaTh U NOHWMATH:
- MECTO M pofb MHOOPMALHMOHHOW  DE30MACHOCTH B CUCTEME  HALMOHAIBHOMN
Oe3onacHocTH Poccuiickoit @epepannim;
- OCHOBHBIC HOpPMATHBHBIC TIPaBOBbIE aKTBl B oDjmacTH HHGOPMALHOHHOMN
0e301acHOCTH W 3a1 KTl HHPOPMALIMK,
- NPaBOBbIE OCHOBbLI OPraHU3alUMK 3alHThl HHPOPMAaLIHHY,
- MPUHLIMMBI U METOAbl OPraHM3ALMOHHON 3a1nThl HHpOpMaLUY;

2. YMeTE:
- QHANH3HPOBATH M OLICHHBATEL YTPO3bl HHPOPMAIIHOHHOH 0€30MMacHOCTH 00BCKTA;
- MOJIb30OBATLCA HOpMaTI/IBHbIMH I[OKyMeHTaMH no 3amure nn(l)opmaunn;
- HUCITOJIB30BATE B npa}c’mqecxoﬁ OeATEJIbHOCTH l'lpaBOBble 3HAHHA, aHaﬂHSI/IpOBaTb
OCHORHBIE TIPAROBLIE aKThl M OCYIIECTBATh MPABOBRYKY OLEHKY WH(OpMaliu,
MCTIONB3YEeMOi B NpodeCccCHOHANBHON AeATENLHOCTH.

Brmaners:

- HaBeIKaMH paloTEl C HOPMATHBHBIMH TPaBOBEIMH aKTaMH B cdepe
IKOHOMHUUECKOH M MHPOPMALMOHHON e30MacHOCTH,;

- HaBbLIKAMH KOMIIBIOTEPHOH 00padoTkn ciyxebHON OOKYMEHTALHH,
CTATHCTHUYECKOH HH(opMalMn U fenoBoit rpaduku; padoTel ¢ UHHOPMALIMOHHO-
MOUCKOBLIMH U MH(OPMALMOHHO-CIPABOYHBIMM CUCTEMaMH K (a3aMu JaHHEIX,
HCIIONB3YEMBIME MPO(eCCHOHATIBHON ICATEILHOCTH,

- HaBBIKAMH OPTAHH3AMUH K 0OECTICUCHIS PCIKUMA CCKPETHOCTH,

- Hasplkamu o0ocHOBanusA, BLIOOpa, peanuzauMM W KOHTPONS  Pe3yJILTaTOB
YIPABJIEHYECKOrO PELEHHS.
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1.4. TpeGoBauns K pelyabraram ocsoenns [lporpammsl

IIporpaMMa HanpaeieHa Ha COBEPIIEHCTBOBaAHWE W (HUIM) OCBOEHUE CJEAYHOLIMX
npodecCHOHANBHBIX KOMMETEHIN;

cocOOHOCTE MOHMMATE CYINHOCTE H 3HaueHHEe HHDOPMALMH B PasBUTUH
COBPCMCHHOIO  OOINECTBA,  I[PUMEHATL  JOCTIDKCHHS — MHGOPMAaTHKH U
BbIUMCIIUTEIbHOH TexHukH, nepepadarvisate Oousiblwine 00bembl HHQOpMAUHH
MPOBOAUTDL LENEHANPABJIEHHbIH [IOUCK B PA3JIMYHBIX HCTOYHHKAX HHGOpPMaLUU 110
nMpoUIK AeATENBHOCTH, B TOM HHCTE B TI0DANbHBIX KOMMBIOTEPHBIX CHCTEMaX
(ITK-1);

COCOOHOCTE HCHOJNE30BATh HOPMATHBHEIC IIPABOBEIC TOKYMCHTEI B CBOCH
npodeccuonansHol gestenpHOCTH ([1IK-2);

cnocodHocTs GOPMUPOBATL KOMILIEKC Mep 1o HHHOPMALHOHHOH De3oracHocTH ¢
YHETOM €rc npaBoBoi 00OCHOBAHHOCTH, aAMHHHUCTPATHBHO-YIIPABIEHYECKOH M
TEXHUYECKON peann3yeMoCcTH H 3KOHOMHueckoi nenecoodpaznoctu (TTK-3);
CNOCOOHOCTh OPraHU30BLIBATE U MOAMEPKUBATH BHINOMHEHHE KOMIMIEKCA MEpP Mo
HHpOpMaIHOHHOH 0@30MacHOCTH, VIIPABIATL IMIPOLRCCOM HX peaH3alkiM ¢
YUCTOM pCIIACMBIX 3a7au W OPTraHH3alMOHHON CTPYKTYPBl OOBEKTA 3alLHTEHIL
BHELIHUX BO3AEHCTBHH, BEPOATHBIX YIrpo3 H YPOBHA Pa3BHTHA TEXHOJOTHI
sawurel undopmauun (IK-4);

CNOCOOHOCTh OPraHM30BaTh MPOBEAEHUE U CONPOBOKAATh ATTECTALMKY OOBEKTA
Ha COOTBETCTBHE TpeDOBAHWAM  [OCYJAPCTBEHHBIX MIH  KOPMOPATUBHBIX
HOPMATHBHBIX JOKYMCHTOB (11K-3);

CoCOOHOCTE ONMPeACTATE BUABI B POPMBI MHGOPMAIIIH, MOABCPKCHHOH YIpo3am,
BUIbl U BO3MOXKHBIE METOIbl M TYTH pealiM3aliH Yrpo3 Ha OCHOBE aHalu3a
CTPYKTYPbl U cOnepxaHusi HHPOPMALMOHHBIX MPOLECCOB PEANPHSTHA, Ledel H
3aaay AesaTenbHOCTH npeanpuatua (ITK-6);

CNOCOOHOCTL MPOBOANTL aHAIM3 WH(POPMALMOHHON 0e30MacHOCTH OOBEKTOR U
CHCTCM C HCTIONB30BAHHEM OTCUCCTBCHHBIX U 3apy0eikHBIX cTaHmapTos (11K-7);
cocOOHOCTE pa3zpalaThBaTh TPEIIOKEHUS 10 COBEPIICHCTBOBAHHIO CHCTCMEI
ynpasnenns nndopmaunonnoii desonacnocruio (IMK-8);

cnocodnocTe popMupoBaTe KOMILIEKC Mep (Npasuiia, Mpouenypol, NPAKTHYECKHE
npUeMEl U Np.} A8 ynpasnesua nHhopmanuosHoi desonacHocThio (TTK-9);
CNOCOOHOCTRKY MPMHMMATh YHACTHE B OPraHH3alllMK KOHTPOJbHBIX MPOBEPOK
padotocnocobHoCTH 1 3¢ eKTHBHOCTH MPUMCHACMEIX IIPOrPaMMHO-ANNAPATHEIX,
KpUITorpaGuIecKuX U TEXHHUECKHX CPeacTB 3amuTel nHpopmarmn (11K-10);
cnoco0HOCTE M3y4waTe U 0000mate OnmeIT  paboTel APYTHX  VUPCIKACHMIL,
opranuzauvii ¥ npeanpuaThii B odnactu nosbiweHns 3GPEKTHUBHOCTH 3aLUMTDI
unpopmaumnm (TIK-11),

CNOCODHOCTL  y4acTBOBATE B paboTax Mo peanusallid  NOJAUTHKH
uHpopMalMoHHoi bezonacHocTH (TTK-12);

CIOCOOHOCTE  IPHUMEHATH  KOMIUIGKCHBIH — moZXod K OOCCIICUCHHIO
HHGOpMaHOHHOH 0e30MacHOCTH B pa3MuyHbIX cdepax neareapHocTH (11K-13);
crnocobHOCTE Oprann3oBars paboTy Maioro KOJUIEKTUBA UCIIONHHUTEIIEH C yYeTOM
TpedoBannii 3awure nndopmaunn (MK-14),

CNOCOOHOCTh OPraHM30BaTh TEXHONOMMYECKMH MPOLECC 3alllMThl UHPOPMALIUN B
COOTBETCTBHM ¢ MPaBOBbIMM  HOPMATHMRHBIMU  aKTaMH M HOPMATHUBHBLIMHE
METOOMYCCKIMU AOKyMeHTaMu PencpantHoii cny:kOb! Ge3zonacHocTu Poccuiickolt
Qenepamm, ®epepanpHoH  caykOoH MO  TEXHHYECKOMY U SKCIOPTHOMY
koutpomno (TMK-15).



B pesyaerate ocBoeHus IlporpaMmel ciayimatene OONKCH mpuodpectH H - (WiaH)
yCOBepLLIeHCTBOBaTb cne,uy}ou_me 3HAHHUA H YMCHHH_, HGO6XOHHMbIe OJId Ka4e€CTBEHHOrO
M3MEHEHUA KOMTIETEHIIHIA;

BbISIBJIEHUE MOTEHIMANBHBIX U PeabHbIX YIPo3 MHPOPMAIIMOHHON 0e30macHOCTY,
YMCHHC MPOBOANTE HX PAHMKHPOBAHHE IO BEPOSTHOCTH PEANH3ALNN M BEIHIHHE
yirepoa;

OCYLIECTBJIEHHE OPraHH3aLHOHHO-NPAaBOBOre odecnedenns HHOOPMALMOHHON
OezonacHocTH 00beKTa 3aLUTI,

opranuzanst paboThl MaNblX KOJMIEKTHBOB MCMOJHUTENEH ¢ yueToM TpeboBaHuii
3aLUThl HHPOPMALIUH,

COBCPIICHCTBOBAHNE CHCTEMBI YIIPABJICHU HH(OPMATMOHHOH 0€30IMaCHOCTEID;
n3yueHne U obolmeHne ombiTa paloTEl OPYTHX VUPEKACHUH, OpraHu3auuil u
npeanpustii B obnactu nosoiwenns >pPekTHBHOCTH 3a1unTbl HHGOpMaLNn;
koutpois  ddpdexrusnocrn  peanmszaumu  OONHTHKH  MHPOPMALHOHHON
fe30MacHOCTH 0OBEKTA.

y4acTHe B TNPOBEACHWM aTTecTaluud OOBEKTOR, TOMEIIEHHI, TEeXHUYECKHX
CPeOCTB, CHCTEM, MpPOrpaMM M QITOPUTMOB Ha IIPCAMCT COOTBETCTBHA
TpeOOBAHMAM 3aIIHTH! HH()OPMALIHH,

3HAHWE  METONOB WM CPeucTB  BbigBileHus  yrpo3  Oe3onacHocTH
ABTOMATH3UPOBAHHLIM CUCTEMAM,

3HAHKNE METO/OB TEXHHYECKOH 3a1IHTh! MH(pOPMALIHH;

3HAHKNE MeTOMOB (POPMHPOBaHUA TpeDORaHHIT MO 3aluTe HHPpOpMaluy,

3HAHHE MCTONOB OpPTraHH3aLMH H VIIPABICHHST OCATCIBHOCTHID CHIYKO 3aIIHTHI
uH(OPMAIHK HA TIPSIIPUSITHI,

3HAHWE METONMK [IPOBEPKH 3aWHeHHOCTH 00bekToB HH(OpMATH3aUMH  HA
coOTBeTCTBHE TPeDOBAHHAM HOPMATHBHBIX 1OKYMEHTOB;

M3yYeHHE TEXHUYECKHMX KaHaJOR YTeuKH UHpOPMALIUY,  BO3IMOKHOCTER
TEXHUYECKHX Pa3BeiOK, CMOCODOB M CPEACTBR 3allMThl HHPOPMALIHK OT YTEUKH N0
TCXHHYECKHM KAaHaIaM, MeTONOB M CPCOCTE KOHTPOIA 3G (EeKTHBHOCTH
TEXHHYECKOI 3alIuTEl HH()OPMALIHH,

M3yYy€HHe TIPHHUHIIOB W METOAOB NPOTHBONEHCTBHS HECAHKLUHOHHPOBAHHOMY
MHPOPMALMOHHOMY BO3IEHCTBHIO HA BBLIYHUCIMTENbHbIE CHCTEMBI M CHCTEMbI
nepenauu MHQpopmaliy;

M3y4eHHe MPUHLMIOB OPraHU3aliMi HHPOPMALIUOHHBIX CUCTEM B COOTBETCTBHMH C
TpeOOBAHMAMHE IO 3alIUTE HHPOPMALTUH.



2. COAEPKAHHUE NNPOT'PAMMDbI

2.1. ¥ueQHLIi IUIAH

VYyedublii naan
MPOrpaMmbl MOBLILLCHM KBATUBHKALMY
«¥Ynpagjeuue 6e300ACHOCTLIO KOPNOPATHBHOH HHGOPMALHOHHON CHCTEMbI»

Lens: u3ytueHne MOCTSTHIX WAMEHEHHH B 00.7aCTH 3a1IHTh HHQOPMAIIMH H OCHOBHBIX HATPaBIeHH

obcencucHus MHPOPMALMOHHOH OC30MACHOCTH HA MPCANPHITHH, BOLIPOCOB VIIPABICHHS
Oe30MACHOCTEID  KOPIIOPATHBHON HHMDOPMALMOHHOM CHCTEMBl HA OCHOBE JCHCTBVIOMINX
HOPMATUBHO-MCTOAHUCCKUX JAOKYMCHTOB. MCHKAYHAPOAHBIX, OTCUCCTBCHHBIX, BHYTPCHHHX
OpraHH3alHUOHHO-PACTIOPSANTS IBHBIX JOKYMCHTOB MPCAIPHATHS, BEIPA0OTKA NPAKTHUCCKHX
PCKOMCHIAUME IO BHCAPCHHIO CHCTCMBL VIPABACHHH MHGOPMALUOHHOH OC30MACHOCTBIO,
AHAIN3Y PHCKOB, QHAIHM3Y YIPO3 HH{POPMALMOHHOI OC30MacHOCTH, ayIUTY HHPOPMALMOHHOH
OE30MAacHOCTH.

Kareropuss caymarenefi: pyKOBOAMTCAM NPCANPHATHIE M OpraHuiauMii  pasinuHeiX  HOpM

cODCTBEHHOCTH, PYKOBOIHTENH, H CTICUHATHCTH CITV:KO OesomacHoCTH (HHPOPMAMOHHOM
0C30MacHOCTH), PYKOBOAMTCAM M COTPYIHUKH OTACIOB ABTOMATHU3ALMH, BBIYHMCIUTCIBHBIX
LUCHTPOB,  MHQOPMAIMOHHO-TCXHUUSCKUX  OT/JCIOB,  PYKOBOAHTCIM M COTPY/THUKH
CACLMAIMIMPOBAHHLIX [OAPA3ACACHUI MO  3alUUMTC  KOH(UACHUMAILHOH MH(OpMaLMu,
A IMHHHCTPATOPb OC30MACHOCTH KOMIMBKYTCPHBIX CCTCH.

Cpox ocBoenns: 40 qacor, SyeOHEIX THEIH
Pescum 3aHaTHii: 8§ uacos B ACHDb

KoJau4decTBo 4acoB HA KYPC NOATOTOBKH
B TOM YHCJIE:
No
HanmenoBanne yyeOHbIX Tem IMpaxrnuec
n/n Bcero Jleknmu, KHe @opmbl
CeMUHAPLI KOHTPOAA
3aHATHSA
Hopmatusnasa 6asa mo
1 | ynpasnenuro UB 8 6 2
DTankl BHEAPEHHA CHCTEMBI
2 6 4 2
yvopaenaeunst Ub
CHcTeMa aBTOMATHIALNA
3 | mpoueccos Ib 6 6
4 Cucrema 10KyMeHTOR B 00/1aCTH 4 5 5
Hb npeanpusarua
CHcTeMa ABTOMATH3ALHHA
5 npoueccos Ub 6 4 2
AHANU3 PHCKOB
6 P 4 4
Avaut uHGOpMALHOHHOH
7 | fesomacnocTH HHBOPMAUHOHHBIX 4 3 2
CHCTEM
3auer
Hrorosas arrecranus 2 2
Ge3 OLeHKH
Hroro 40 28 12




2.2. Cogepkanne [Iporpammsi

¥Y4edHada nporpaMma
MOBbILIEHUA KBATHPHKALMK
«¥Ynpasienue 6e300ACHOCTEI KOPHIOPATHBHOH HHPOPMALIHOHHOH CHCTEMbI»

Tema 1. Hopmatnsaas 6a3za no yupasiennto UB.

Mexcaynapoaneie cranpaprel cepun HCO/MDIK 2700x (FTOCT P UCO 17799-2005,
27001-2006). KoHuenuus cranaaptos cuctemsl ynpasnenus Ub, TOCT P UCO 17799-2005
- TTpakTnueckue nmpaBuna (Mepbl 3allMThI) YNpaBaeHUs MHPOPMALMOHHON 0e30MacHOCThIO,
KoMmieke cTaHmapToB CHCTEMBI OOCCMEUCHHs HWHG)OPMaUHOHHOH OesomacHocTH I[IAO
«l'asnipom» B wacTH ynpasnenus Mb. [lomuntukn Ub npennpustus.

Tema 2. 3Tansl BHeApeHusa cuctTemMsl ynpaenedus Mb.

FOCT UCO 27001-2005. Tpebdosanus x CYHB. Husenrapuszauus u xnaccuduxaums

pecypcoB. ABTOMaTH3aliMs mpolieccor ynpasiedus MB.
Tema 3. CucteMa apToMaTuzanmny npoueccos Ub.

Mozyne ydera W KimaccuhHKaudd OOBCKTOB 3amHTHL OLeHKa HHPOPMAIHOHHBIX

puckor. ¥YnpasneHne nHGopMaunoHHBEIME puckami. CTO ['asmpom. AHaIH3 PUCKOB.
Tema 4. Cucrema nokymenTos B obunactu Ub npennpustus.

Meronuka ouenxu yposus MB nouepuux obwecre OAQ «[asznpomy. [pakrudeckoe

3aHsATHe, OcobeHHOoCTH olleHKH ypoBHA B nouephux obinectr TTAO «T"aznpomy.
Tema 5,_Cucrema apTomMaTHsaiiMu npouneccor Mb.

Monynu IOKYMEHTALMOHHOTO 00CCIIeUCHHs U padOTEI ¢ MepcoHaIoM mo BompocaM Wb,

Ynpaenenue uHungeHraMu Ub.
Tema 6. AHanns pucKkoB.

Wusenrapuzaums u xiaccudurxauus pecypcos. [TocTpoenne Mogen MCTOUHHKA YIPo3.
AHanuz  yazeumocTeill,  Ananu3  yrpo3  MHpOpMaUMOHHOH  Oe3zonacHocTH,  OleHka
MHPOPMAILIMOHHBIX PHCKOB.

Tema 6. Ayaut nHdOpMaIMOHHOH 6€300aCHOCTH HHPOPMANHOHHBIX CHCTCM.

Lenn u 3amauu ayaura uHPOpMALHMOHHONH Oc3omacHocTu. IlnmaHupomaHmne aymura.
[Mposeaeune ayaura (nudopmaunontoe odcienoBanue, HHCTPYMEHTANbHOE 00CIeq0BaHMe,
ananusz coorercreus Tpedosanusam). Pesynbrarel aynuTa (1OKYMEHTBI, PEKOMEHIALMH).




3. YCJIOBHA PEAJIM3ALUHWUHU ITPOT'PAMMDBI

Obyuenne nposoauTcs  Ha  yueDHO-meTtonuueckoil  Oaze  HerocynapcTseHHOro
00pa30BATENLHOTO YUPEKACHHA ACMOJHUTENBHONO MNpo(ecCHOHANBHOTO 00pa3oBaHUsA
«LleHTp MpeANPHHUMATCIBCKIX PHCKOBY.

K npenonasanuio yuebnoii [lporpammbl npuBiekaloTCs pPENogaBaTey, HMEeIOLHe
OonbWwoi onIT neparoruveckoi aestenvuoctu(bonee S ser) B cdepe IKOHOMHYECKOH
0€30MaCHOCTH U NPAKTHYECKUIT ONBIT padOoThl MO 3TOM TeMaTHke.

B mpouecce o0yuCHHS TPHMEHAIOTCS COBPEMEHHEIC TCXHHYCCKHE CPCOCTBA OOYUCHUS U
METOIMYECKIE MOoCcOOHs, pazpadoTaHHbIC IO TeMaM yueOHoi [IporpaMMer.

3.1. TpeGoBanua K MMHHMAILHOMY MATCPHAILHO-TEXHHYECKOMY 00ecneueHH10

Peanuzauus TIporpamMMbl  AMCUMNIWHBL  TpedyeT HaauuMs yueOHOro kadHWHeTa ¢
HEOOXOIUMBIMH TEXHUYCCKUMH CPSACTBAMH O0YICHHUS.

O6GopynoBanne yuedHoro kabuHera:
- paboune mecra 1o Koau4decTBy odyqaowmxces (CTou, cryi, HeodXxoanmble 1ns
paloThl B AYAMTOPHH KaHLENSPCKHE NPUHAANEKHOCTH);,
- pabouee MecTO Mpenoaasatens (CTOM, CTYN, HeoOXOAUMBbIE A5 paboThi B
ayIUTOPHH KaHICIAPCKUE TIPHHATICIKHOCTH),
- IOCKAa AJIS 3amUCCH ¢ IPHHAINSKHOCTIME (MapKeps! AJs MHCBMA, YKa3Ka).

TexHuueckHe cpeacTBa 00yueHHs:
- MepcOoHabHbIN KOMMBIOTEP Npenoaasarens ¢ nepudpepuiiHbIMH YCTPOICTBAMU U
AOCTYNOM K ceTH MHTepHerT;
- MYJIBTHMEIHA-TPOCKTOP C PKPAHOM,
- TePCOHAIBHEIC KOMITBIOTEPHI (HOYTOVKH) IO KOMMUYCSCTRY 00YUARIIMXCS C
nocTynom k cern Muteprer.

Kazxablil obyuatommiica obecneunsaercs pa3faTOYHbIM MATEPHANIOM M KOMMAKT-HUCKOM
¢ 3anuchkld  ydeDHO-MeToaMueckux  MaTepuanoB  Ilporpammbl  (mpeseHTaluM
mpenoaaparencii, KOHCIMEKTH, HOPMaTHBHO-TIPABOBLIC aKTHI, 00pasLBIpacCMaTPHBACMEBIX
Ha 3aHATHAX JOKYMCHTOB, MPUMEPHI PCLICHHA IMPAKTUUYCCKHUX 33444, CTaTbU U IPYIHC
MaTepHaib! o TeMam IlporpaMMer).
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3.2. Hugopmauunonnoe obecneyenne ody4eHns

llepeueHb PEKOMEHAYEMOM JUTEepaTYphl, IHTepHEeT-pecypCoB

3arouni u HopmManiciibie dKmbl

Denepanvuntit 3akon or 27.07.2006 N 149-@3 «06 uudopmaunn, mudopmMaunoHHbIX
TEXHOJOMUSAX M O 3aliMTe HHpOpMaLMKy (efiCTRYOIAas peaakiius )

«doktpuna wuHQOpPMANMOHHOH Oc3omacHocTd  Poccuiickoit  ®emepannn»  (YTB.
Mpezunenrom PP 09.09.2000 N [Mp-1895) (nelicTByowas pegakums)

®enepanbubiit 3akoH ot 28122010 N 390-®@3  (pen. ot 05.10.2015)
«O be3onacHOCTHY (ASHCTBYIOINAS PEIAKIIHIS )

Zakon P® «O rocynapcrsennoi Taine» or 21.07.1993r. Ne5485-1 (neiicrByrowwas
peaaKius)

QenepaneHbifi 3akoH  «0 xkoMMepueckofi TaitHe» oT 29 momsa 2004 r. N 98-@3
(zeficTByrowas pepakums)

Denepanbubiit 3akoH «() nMepcoHanbHbIX AaHHbIX» OT 27 urona 2006 r. N 152-03
(zeiicTByOIIAS PCIAKIINS)

Depepanvuptit 3akon «00 anextponnoi nognucu» or 6 anpens 2011 r. N 63-03
(aeficTBYIOIIAsA peAAKLMS)

Ipukas @CTIOK Poccun ot 18.02.2013 N 21 «O0 yteepxaennn CocTaBa U COOCPKaHNS
OPraHU3aUMOHHbIX U TEXHUYECKHX Mep no obecnedeHnto 0e30MacHOCTH NepPeOHaIbHbIX
naudblx npu ux obpadorke B MHPOPMALUMOHHLIX CHCTEMAX MEPCOHANBHBIX HAHHBIX»
(3apernctpuporano B Muntocte Poccun 14.05.2013 N 28375) (neficTBytolias penakups)

Yuebuan JLEHEINTV P

Apoukun B M UndopmannoHHas De30nacHOCTb, YUeOHUK AN CTYASHTOB BY30B. 2-€ U311,
— M.: Akagemuueckuii [lpoekT, I'ayneamyc, 2004.

B A. Cesepun "Komrnekcnas 3awmura nndopmaunu na npeanpusitun” 2008r.
Ulanerus B.@. "Jamura nadpopMauy B KOMIBOTEPHBIX cUCTeMax U ceTsx” 2012r.

Konees M.P., bensies A B. Hudopmaunonnas de3onacnocrs npeanpusitus. — CI16.: BXB-
TetepOypr, 2003,

Kopuees UK., Ctenmanor E.A. 3aumra nupopManun B oduce: yued. — M.: llpocmexr,
2008.

JIunatHuxor B A, Crapoayoues FO.HU. 3aura undopmaunu, — CITo.: BYC, 2001,

Mamok A A. Undopmaunonnas 0e30nacHOCTb. KOHUENTYaJIbHBIE H METOLOJIOIHYECKHE
ocHoBbl 3awurbl uudopmauuu. Yued. nocobue anst Byzos. — M. Topsuas jaunus -
Tenekom, 2004

A E. Haseimos PB. Makcumor O.K. Capunkuii TeXHHUCCKHE CpPEOCTBA H MCTOIEI
3amuTel  MHQOpMAUMM OT VYTEUKH TI0 TEXHHYECKMM KaHalaM Ha OOBEKTax
nudopmaruzagnn. C-I16 2012.

M.A Bopucos, O.A PomanoB OCHOBbI OpraHH30BAaHHO-TNIPABOBON 3allMThl HHPOPMALIMK,
Mockea URSS knmxabIi nom "JIMBPOKOM" 2012
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Pexomenodoganiisie Hiumepiiem-pecypcsi:

http://www consultant.ru/CnpaBo4Has npagoBast cuctema «KoncynbranT [nrocy

http://www garant.ru/Cnpagoqnas npasosas cucrema «[apanT»

http://www s-director.ru/ XKypnHan«/{upektop no 0e30MacHOCTH» CHELUATU3UPOBAHHOE
CKEMCCAYHOS HM3IaHHE, OPUCHTHPOBAHHOE HA OCBCIICHHE IOJTHOTO KOMIUIEKCA MpodieM
KOpPTIIOpPaTHBHOMN 0e30IacHOCTH: SKOHOMHYECKOH, (hU3HUICCKOII, TEXHHUYCCKOIA,
uHGOPMALHOHHOH, KAAPOBOH, IOPHAMYECKOH M T.I1., & TAKIKE UX B3AHUMHOIO BIIHSIHHS

http://bezopasnost-chel.ru/ Bceepoccuiickuii CeUaTU3UPOBAHHBII KypHan
«besonacHOCTE) OTpacieBoe H3JaHHE Ha pBIHKE cHcTeM OesomacHocTH B Poccmn u
bmnxaem 3apydeikbe

http://www algoritm.org/ypHan  «Anroput™m  0e30MacHOCTH»—  MH(OPMAIHOHHO-
aHATNTHYECKOE  M3ZlaHHe, OCBELIANINee  BOMPOCHl  TEXHMYECKOro  obecneueHus
Oe3onacHOCTH OOBEKTOB

http://www tzmagazine.ru/ XKypnan « TexHOnOrus 3aUTLD) - OTPACIEBOE U3JAHHE PLIHKA
TEXHUYECKUX CHCTeM Oe3onmacHocTH, Bc€ O KOMMIEKCHBIX cucTemax 0Oe30macHOCTH
CKYJI OIICCC TV cucTemax moxapoTylieHHs U 0 Apyrux cermentax peiika TCh

http://ru-bezh rut/RUBEX nndopmaunonno-aHanuruieckui KypHai no Teme
OezonacHocTH

http://www mirbez i/ Cnenmami3upoBaHHBI KypHan 1o OesomacHocTH «Mup u
Oe30MacHOCTEY

http://www plusworld. i/ MadpopmannonHo-aHanutudeckuii xxypran IIJTAC

http://www id-mb i/ AHanutugeckuil MenuamnopTan «Mup 6e30macHOCTHY

http://tek. securitymedia.ru/ OtpacneBoii crnenuanusupoBaHHbIN kypHan «besonacHocTh
00BexToB TOK»
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4. OUMEHKA KAYECTBA OCBOEHHA INPOTI'PAMMBI

Mo oxoHuaHuu oOyuenus no TIporpaMme MPOBOAUTCH WTOroBas aTTecTallus B (opme
3a4éTa 0e3 OLEHKH.

)

e N

10.
11
12,
13.
14.
15.
16.
17.
18.
19.
20.

[IpumepHbIe BONPOCHI /L151 NOATOTOBKH K 3a4éTy

MeToznonornyeckne OCHOBb! YpasieHust HHPOPMaUMOHHOH 0e3011aCHOCTLIO.
OTeuecTBeHHAas HOPMAaTHBHAs 0as3a NO ynpasieHH HHPOPMALUOHHON
D€30MaCHOCTBH.

OTpacnieBble HOPMATHBHEIC IOKYMEHTBI 10 YIIPABJICHUIO HH(POPMAIIHOHHOIM
0€30MaCHOCTBIO.

Cucrema 1OKYMEHTOB NpeanpusaTHs 110 HHYOpMaLUHOHHOH Oe30MnacHoCTH.
OcHosuble nonoxkenus cranpapra [SO 17799-2005.

Knaccuhukaniys 1 KOHTPONb PECypCoB,

VYnpasneHne KOMMYHHKALMSAME H ONepaLiuimMH,

Paspabotka 1 00CHYKHBAHHE CHCTCM.

[IpuMeHEHNE IPOrPAMMHBIX CPEACTB AJISI AHAJIN3a BhITIOMHEHUS TpeOoBaHU
cranpapra; crangapr 1SO 27001

Tpebosanus k cucreme yrpasienus tupOPMALHOHHOH Oe30MacHOCTDIO.
DTanb! BHEAPEHUS CUCTEMBl YIIPABAEHHS HHPOPMALIMOHHON 0€30MaCHOCThI).
HHBeHTapusalma 1 Knaccu(pHUKalns pecypcos.

[locTpoeHNe MOICIH UCTOUHHKA YIPO3.

AHau3 yI3BUMOCTEI.

Ouenka HHPOPMALMOHHBIX PUCKOB.

[TpumeHeHHe NporpaMMHBIX CPENCTB 1J1A aHAJTH3a PHCKOB.

Henu u 3anaum ayauta vHGOPMAUHMOHHON 0830MaCHOCTH.

[Tnanuposanue ayauTa.

PesynmpTathl ayauTa (HOKYMCHTEL, PEKOMCHAALINH)

Ilpoeencuue ayanta (MHGOPMALHOHHOS 00CICIOBAHHE, HHCTPYMCHTAIBHOES
obcnenoBanue, ananu3 cooTseTcTBUs TpedOBaHUAM),
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YUEBHAA NMPOTPAMMA
«¥npasneHHe 6e30MacHOCTbI KOPNOPATUBHOH HH(OPMALIHOHHOI CHCTEMbI»

© HerocynapcTeeHHOE 00pa3oBaTeNbHOE YUPEKIEHHE

AOIOJHHUTE/ILHOrO NpodecCcuoHaIbHOrO 00pa3oBaHus
«ITeHTp MpeAMPHHAMATEIECKHX PHCKOBY
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